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Benefits
• Prove compliance status 

with a click of a button. 
Quickly generate compliance 
reports for auditors, partners, 
suppliers, and insurance 
providers. 

• Reduce cost of compliance 
by automating highly manual 
processes, reducing human 
costs and workloads on IT 
teams. 

• Improve compliance posture 
utilizing control effectiveness 
reports to recognize 
compliance gaps and take 
practical remediation actions 
with control improvement 
guidance. 

• Simplify compliance process 
with easy-to-configure, out-
of-the-box control sets to 
implement and report against 
new, changing, and expanding 
compliance requirements. 

Instant Compliance Visibility 
Each report includes an overall compliance score based on the control effec-
tiveness of the entire control framework. The report then details each control’s 
effectiveness against its compliance objectives, the trend line of the controls’ 
effectiveness, and guidance on correcting control failures.  

Expansive Coverage 
Reports include ISO-27001, NIST 800-53, NIST-171/CMMC, UK cyber essentials, 
and easily configurable control mapping and report creation for insurance 
audit compliance and industry regulatory compliance like the Motion Picture 
Association (MPA) framework, CIS critical security controls, and IEEE standards. 

Save Time and Money
Security teams save time and money with these easy-to-activate, prebuilt 
policies and reports. It’s uncomplicated to configure control models and add 
new models. Threatsync+ NDR compliance controls and reporting eliminate 
manual control assessments, validation, and report creation, saving hundreds of 
hours of labor. 

Simplify Compliance with Automated Controls and Reporting 
WatchGuard Compliance Reporting is an automated, compliance reporting engine for WatchGuard’s ThreatSync+ NDR solution. It 
utilizes hundreds of prebuilt, automated compliance controls based on the NIST 800-53 and ISO 27001 frameworks. Since most 
regulatory laws are derived from the NIST and ISO frameworks, mapping controls and creating reports to address your compliance 
requirements are simple and straightforward. Utilizing AI-driven security policies, ThreatSync+ NDR reduces the massive volume of 
network traffic into prioritized smart alerts, investigative views, and compliance reports. 

Controls can be easily added or modified within ThreatSync+ NDR. These controls automatically integrate with the WatchGuard 
Reporting Engine, allowing for easy report configuration or the creation of new reports by simply selecting the necessary controls and 
activating them with the push of a button. 

DATASHEET 

WatchGuard Compliance Reporting

How Small Teams Meet Compliance Objectives 
WatchGuard Compliance Reporting paired with ThreatSync+ NDR 
delivers an automated network compliance reporting solution 
that’s easy to configure and operate, saving money and time while 
enabling organizations to continuously comply with changing 
regulations and standards.
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Key Features
Compliance Reports Include:

• Cyber Essentials  - The Cyber Essentials control sets 
cover four objectives and sixty controls across the 
network: DMZ traffic, malware protection, secure 
configuration, and security update management 
standards. 

• ISO 27001 - The ISO 27001 control set covers 2013 and 
2022 across eight objectives and fifty-eight controls 
covering network, identity, and application security. 

• NIST 800-53 - The NIST 800-53 control set and report 
include seven objectives and eighty-eight network and 
identity controls to support compliance programs. 

• NIST 171 - The NIST 171 control set and report include 
seven objectives and eighty-seven network and controls 
to support NIST 171, CMMC 2.0, and DFARS. 

• MPA  - The Motion Picture Association defense goal 
report protects the intellectual property of movies, 
electronic games, and other productions, including 
three objectives and forty-four controls. 

 
Out-of-the-box NIST and ISO policy-based, AI-powered 
control frameworks deliver continuous compliance and 
compliance reporting. 

ThreatSync and Firebox integration enables the 
coordination and automation of multiple processes and 
tools with security orchestration, providing a cohesive 
security posture.

Easily Create Compliance Reports 
With over one hundred prebuilt controls (more are added 
monthly) and an easy-to-configure policy engine, core controls 
can be built, modified, and deployed within ThreatSync+ NDR. 
WatchGuard Compliance Reporting automatically ingests all 
controls and control changes to create reports with just a few 
clicks. New reports covering special use cases can also be 
quickly configured from the NIST, CSF, and ISC frameworks.

ThreatSync and ThreatSync+ NDR  
Deliver Affordable, Expansive, and Unif ied Threat Detection and Response 


