& DATASHEET

atchGuard
T
ThreatSync+ SaaS

Unified Network Security Made Simple

ThreatSync+ SaaS is an extension of WatchGuard's ThreatSync XDR solution. Managed in the WatchGuard Cloud, it delivers a highly
effective Cloud and Saa$S application detection and response solution for cybersecurity teams concerned with protecting Cloud
environments. Utilizing Al-driven security policies, ThreatSync+ SaaS delivers a unified view of M365, Azure, Google Workspace, Google
Cloud, and AWS Cloud risk and threats prioritized through smart alerts, investigative views, and compliance reports.

Once Cloud risks and threat events are identified, ThreatSync+ SaaS sends them to ThreatSync Core for remediation, providing a
unified orchestration response. Together, they streamline Cloud cybersecurity, enhance visibility, automate response actions across the
organization more quickly, reduce risk and cost, and offer greater accuracy.

See Risks and Threats Across Your Cloud Environments Benefits

For hybrid network & Cloud operations managers, ThreatSync+ SaaS
offers a comprehensive view of abnormal risky activities across Cloud costly “built-in” Cloud threat detection
environments and SaaS applications. This visibility allows managers to systems that come with Azure, Google,
swiftly identify at-risk user and admin accounts, Cloud applications, and and AWS.

file activity without overwhelming IT teams.

* Eliminate reliance on the complex and

* Gain unified risk and threat visibility
across multiple Cloud platforms and
Detect and Stop Threats, Reduce Dwell Time SaaS applications, including M365 and

ThreatSync+ SaaS enables automated, continuous monitoring for Google Workspaces.

threats across Cloud platforms and SaaS applications. Utilizing a unique * Reduce the costs of security and

combination of cyber TTP policies, threat intelligence, and Al, it delivers compliance of Cloud platforms by

a short, prioritized list of smart alerts and threat reports. Cyber and IT automating monitoring, alerting and

managers can then quickly investigate and remediate cyberattacks 24x7. remediation, and compliance control
reporting.

Prove Continuous Compliance * Deliver out-of-the-box M365 risk and

threat reports to prove security hygiene

ThreatSync+ SaaS includes hundreds of ISO 27001, NIST 800-53, and Cyber status and improvements.

Essentials compliance controls for Cloud platforms and Saa$S applications.
These control sets are easily activated and have instant visibility to control
effectiveness, SLA, and compliance objective tracking. Add WatchGuard
Compliance Reporting for prebuilt, automated compliance policies and
control-effectiveness reports covering FFIEC, NIST, ISO, NIAC, CMMC, and
more.

Upgrade to the ThreatSync+ Suite

ThreatSync+ SaaS is fully integrated into the ThreatSync+ Suite.
Upgrading to the Suite expands threat detection coverage to
include complete hybrid network and Cloud infrastructures and
adds automated compliance reporting — all for one low cost. The
ThreatSync+ Suite includes ThreatSync Core, ThreatSync+ NDR
and SaaS, and WatchGuard Compliance Reporting.
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M365 Threat Visibility

Continuously monitor usage, risks, and threats across M365
SaaS applications including Office, Teams, OneDrive, and
SharePoint. Using Al-driven threat modeling, easily identify
and mitigate behaviors and activities that lead to compromised
accounts, application-based attacks, and sensitive data loss.
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Key Features

Enterprise Al-driven accuracy in detecting attacks
operating inside your Cloud workspaces, including:

Brute Password Attack
Privileged Account Attack
Privileged Account Escalations
Account Compromise

Lateral Movement

Sensitive File Theft

File Exfiltration Staging

Data Exfiltration

Insider Threats

Rogue/Impossible User Behaviors

Out-of-the-box NIST and ISO policy-based, Al-powered
control frameworks support and continuous compliance
monitoring.

ThreatSync+ SaaS supports Azure, M365, Active Directory
Cloud, Google, Google Workspaces, and AWS platforms.
This cross-platform support enables the coordination and
automation of multiple processes and tools with security
orchestration, providing a cohesive security posture.

ThreatSync and ThreatSync+ SaaS
Deliver Affordable, Expansive, and Unified Threat Detection and Response
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